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 Disclaimer

Spade Solidity reports are not, nor should be considered, an “endorsement” or 
“disapproval” of any particular project or team. These reports are not, 
nor should be considered, an indication of the economics or value of 
any “product” or “asset” created by any team or project that contracts 
Spade to perform a security review.

Spade Solidity Reports do not provide any warranty or guarantee regarding the 
absolute bug-free nature of the technology analyzed, nor do they
provide any indication of the technologies proprietors, business, business 
model or legal compliance.
 
Spade Solidity Reports should not be used in any way to make decisions around
investment or involvement with any particular project.These reports in no 
way provide investment advice, nor should be leveraged as investment
advice of any sort.

Spade Solidity Reports represent an extensive auditing process intending to help
our customers increase the quality of their code while reducing the high
level of risk presented by cryptographic tokens and blockchain 
technology.

Blockchain technology and cryptographic assets present a high level of 
ongoing risk. Spade Solidity’s position is that each company and individual are 
responsible for their own due diligence and continuous security. Spade Solidity’s 
goal is to help reduce the attack vectors and the high level of variance 
associated with utilizing new and consistently changing technologies, 
and in no way claims any guarantee of security or functionality of the 
technology we agree to analyze.

What is a Spade Solidity report?

A document describing in detail an in depth analysis of a particular 
piece(s) of source code provided to Spade Solidity by a Client.

An organized collection of testing results, analysis and inferences 
made about the structure, implementation and overall best 
practices of a particular piece of source code.

Representation that a Client of Spade Solidity has indeed completed a round 
of auditing with the intention to increase the quality of the company/
product’s IT infrastructure and or source code.



OVERVIEW

Project Name  Kishimoto Audit 

Description DeFi 

Platform  Ethereum network 

Mainnet Contract https://etherscan.io/address/0xf5b1fd29d23e98
db2d9ebb8435e1082e3b38fb65#code

 

  

 

Project Summary

Delivery Date  November 23, 2021 

Method of Audit  Static Analysis, Manual Review  

Timeline   Story Points - 32
 

 

Audit Summary

Total Issues  2  

Total Critical  0 

Total High  0 

Total Medium 0 

Total Low  1  

Total Informational  1  

 

Vulnerability Summary



Executive Summary

Step 1

A manual line-by-line code review to ensure the logic behind each function is 
sound and safe from common attack vectors.

Step 2

Step 3

Simulation of hundreds of thousands of Smart Contract Interactions on a test 
blockchain using a combination of automated test tools and manual testing to 
determine if any security vulnerabilities exist.

Consultation with the project team on the audit report pre-publication to 
implement recommendations and resolve any outstanding issues.

 
Our detailed audit methodology was as follows:



Grading

The following grading structure was used to assess the level of vulnerability 
found within all Smart Contracts:

Threat Level Definition

Critical 
Severe vulnerabilities which compromise the entire
protocol and could result in immediate data 
manipulation or asset loss.  

High
Significant vulnerabilities which compromise 
the functioning of the smart contracts leading to 
possible data manipulation or asset loss.

Medium

Vulnerabilities which if not fixed within in a set 
timescale could compromise the functioning of the 
smart contracts leading to possible data 
manipulation or asset loss.  

Low
Low level vulnerabilities which may or may not 
have an impact on the optimal performance of 
the Smart contract. 

Informational
Issues related to coding best practice which do 
not have any impact on the functionality of the 
Smart Contracts.



About

Kishimoto Inu is the Latest Anime & Inu Based ERC20 Token initially 
released on the Ethereum Network. The token is a multichain token 
that is now also available on the binance smart chain. The token can 
be moved between chains using the token bridge at 
https://the-crossing.io.

Kishimoto aims to be a medium for Anime transaction and a 
monetary system on its own. Its purpose is to overperform all other 
cryptocurrency. It has smart coding benefits for loyal holders with 
RFI rewards.

Transaction Tax

There is a 10% tax on all transfers. 

Tax Distribution 
2% Redistribution
3% Liquidity
5% Marketing

Supply



Automated Testing

Outcome: 

No issues were detected, Smart contracts analysed successfully



Manual Review
Line 991- 1001- The entire tax is accumulated in the contract before 
being sold in a single transaction.  

Recommendation: 

Set contract to batch sell to avoid a bigger dump in a single 
transaction.

Severity: Informational

Resolution Status: Acknowledged by team. 



 

Line 734: minTokenBeforeSwap is currently set to 0.000000008 
which means that every user must pay additional gas fees to cover 
the cost of token distribution.

Recommendation: 

Set minTokenBeforeSwap to a significant value so that every user 
isn’t required to pay additional gas fees.  

Severity: Low

Resolution Status: Acknowledged by team and resolved on BSC 
contract. 



 

Conclusion

The token contract developed by the Kishimoto team is well written 
and the team appear to have carefully considered the security and 
functionality of their code. The Spade Tech Audit team found no 
critical issues. All other issues have been acknowledged by the 
Kishimoto team.
 
Investors should be aware that the Kishimoto team have privileged 
access to all auto liquidity generated by the contract but they have 
committed to locking this manually as it accumulates. The Spade Tech 
Audit team can never give absolute guarantees about the security and 
functionality of any system or protocol, but our detailed review of the 
Kishmoto token contract found that it functions as intended. No 
security issues were identified
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Appendix

Finding Categories

Gas Optimization
Gas Optimization findings refer to exhibits that do not affect the
 functionality of the code but generate different, more optimal EVM 
opcodes resulting in a reduction on the total gas cost of a transaction.

Mathematical Operations
Mathematical Operation exhibits entail findings that relate to mishandling 
of math formulas, such as overflows, incorrect operations etc.

Logical Issue
Logical Issue findings are exhibits that detail a fault in the logic of the 
linked code, such as an incorrect notion on how block.timestamp works.

Control Flow
Control Flow findings concern the access control imposed on functions, 
such as owner-only functions being invoke-able by anyone under certain 
circumstances.

Volatile Code
Volatile Code findings refer to segments of code that behave unexpectely 
on certain edge cases that may result in avulnerability.

Data Flow
Data Flow findings describe faults in the way data is handled at rest and in 
memory, such as the result of a structassignment operation affecting an 
in-memory struct rather than an instorage one.

Language Specific
Language Specific findings are issues that would only arise within Solidity, 
i.e. incorrect usage of private or delete .
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Coding Style
Coding Style findings usually do not affect the generated byte-code and comment 
on how to make the codebase more legible and as a result easily maintainable.

Inconsistency
Inconsistency findings refer to functions that should seemingly behave similarly yet
contain different code, such as a constructor assignment imposing different require 
statements on the input variables than a setter function.

Magic Numbers
Magic Number findings refer to numeric literals that are expressed in the codebase
in their raw format and should otherwise be specified as constant contract variables
aiding in their legibility and maintainability.

Compiler Error
Compiler Error findings refer to an error in the structure of the code that renders it 
impossible to compile using the specified version of the project.

Dead Code
Code that otherwise does not affect the functionality of the codebase and can be 
safely omitted.
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